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Figure 1: Weight distribution assumed in Stern algorithm.

Introduction. Code-based cryptography plays a central role in
post-quantum cryptography, with its security relying on the hard-
ness of the Syndrome Decoding Problem. The most effective at-
tacks are variants of Information Set Decoding (ISD), which remain
exponential-time even in the quantum setting. In this work, we
propose a hybrid classical-quantum strategy for Stern-like collision-
based ISD, where the quantum component exploits the quantum
walk framework to perform the collision search. We evaluate our
approach on cryptosystems that reached the final stages of the Na-
tional Institute of Standards and Technology (NIST) standardiza-
tion process, and show that, under conservative assumptions, it can
outperform classical strategies when realistic classical memory-access
costs are taken into account.
Collision based Information Set Decoding. We consider a binary
linear code C of length 7 and dimension &, defined by a parity-check
matrix H € ]Fz(”_k)x” such that Hc =0 € ]an_k for every vector ¢ € C,
called a codeword. Given a vectory = c@®e € E, where e € E is an
error vector, the associated syndrome is defined as
s=Hy=Hee ]FZ”_k. (1)

The Syndrome Decoding Problem (SDP) asks, given random-looking
H and s, whether there exists a vector € of Hamming weight at most
¢ s.t. He=s. Its decision version was proven NP-complete [3], and
the search version is NP-hard via standard reductions. This hardness
forms the basis of many code-based cryptographic constructions.

Information Set Decoding (ISD) algorithms solve SDP through
a probabilistic Las-Vegas strategy. Each iteration selects a random
set Zc{l,...,n}, |T|=k, expected to index a negligible portion of
the non-zero elements of e. The columns of H indexed by Z are
permuted to the right using a permutation matrix P, and be-
comes s = (HP) (P~ 'e), which corresponds to solving the same SDP
instance for a code that is permutation-equivalent to the original
one. The augmented matrix [(HP) | s] is transformed via Gawss—
Jordan Elimination (GJE) into [ﬁ | §], with H = [Ir | V], with

VE]FZ(”_k)Xk. After this preprocessing step, ISD variants attempt to
reconstruct e using different strategies.

Improving on Prange’s original proposal [[14], early approaches,
such as Lee—Brickell [[L1], aim to increase the success probability
of each iteration at the expense of a slight increase of the cost per
iteration. More advanced algorithms instead, while reducing the
success probability of a single iteration, aim to reduce the compu-
tational cost of a single iteration through time—memory trade-offs.
In this respect, Stern’s algorithm [[15] is the first to employ expo-
nential memory, introducing the collision-based ISD paradigm by

Sl=

S
D
%
[ah)
%

—
o
~

Figure 2: (a) Johnson graph /(4,2). (b) Quantum circuit example.

partial syndromes.

illustrates the configuration assumed by Stern’s ISD. As-
suming that p < ¢ errors lie in Z, the corresponding portion of the
error vector, denoted €”, is split into two halves of size k/2, each
assumed to have weight p/2. The remaining part, denoted e, is
assumed to contain a run of / leading zeros, followed by #—p ones
in the remaining n—k—/ positions. Accordingly, His partitioned so
that the right block V splits into a top part of / rows, V-, and a
bottom part of n—k—/ rows, Vg. The top block is further divided
into two halves, Vi, and V. Under these assumptions, the first
/ coordinates of the syndrome equation reduce to

Sy = @VTL“@EBVTR|- g ST®@VTL
7€ 7 jeq, J 7%

I j@IVTRV ()
where J, and 7] are size-k/2 sets used to index the selected columns
in the two halves of V.. By exploiting a meet-in-the-middle strategy,
Stern’s algorithm enumerates all weight-p/2 patterns in the first half

) ; S k)2
and stores the resulting partial syndromes in a list of size ( » /2). It
then enumerates the patterns in the second half and searches for
collisions with the stored values. Whenever a collision is found, the

candidate is verified by checking whether €' = sy ® (@ ey V1, |]) ®

(@jex Vi,
Quantum Computing. Quantum algorithms operate on gubits.
Using Dirac notation, a qubit state is written as |¢) = 4, |0)+4, |1),
where 45,4, € C, |a5|* + |4,|* = 1, and |0),|1) are basis vectors
spanning the two-dimensional complex Hilbert space C*. An n-
qubit system is described by a vector in a 2"”-dimensional Hilbert
space, [¥) = 2 cq01y* 4; 17) » with |7) denoting a basis state obtained
as the tensor product of single-qubit states. Measuring the system
returns the basis state |7) with probability |4,|*>. The evolution

j’) has weight .

of an n-qubit system is governed by unitary operators U € c?
satistying uu' = L Applying U to |y) produces the new state
Uly).

Quantum algorithms are commonly described in the circust
model, where unitary transformations are decomposed into se-
quences of elementary guantum gates, similarly to classical Boolean
circuits (see ) For example, the NOT gate (depicted as @)
flips a qubit between |0) and |1). The controlled-NOT flips a target
qubit (shown as ®) when a control qubit (filled circle) is in state
|1); the CCNOT gate adds a second control. The Z gate applies a
phase flip to the state |1), mapping |1) to — |1) while leaving |0)
unchanged. The S and T gates apply smaller phase shifts, mapping
1) to ¢/? |1) and ¢7/* |1) respectively. Finally, the H gate creates
the superposition 2712(]0) + [1)).

Quantum Walk. Given a domain V and a Boolean predicate

turning the search for the error vector into a collision search on  f : V — {0,1}, with the goal of finding a marked element



veM={veV]| f(v) =1}, a classical random walk explores
a graph G(V, £) by moving between adjacent vertices according to
a probabilistic distribution. A quantum walk extends this idea by
evolving a superposition of edges of the graph using a unitary walk
operator Uy,. The quantum walk algorithm, as given in the so-called
MNRS model framework [[12], starts by preparing the initial su-
perposition of all graph edges through the setup operator U,, and
then alternates two operators: 1) an oracle U/, that flips the phase
of marked states, and 2) an approximate Householder reflection
around the initial superposition, implemented via Quantum Phase
Estimation on U, the latter providing a unitary implementation of
the classical transition matrix P associated to G. A marked element
is found after O(y/|V|/|M]) iterations, and each iteration uses one
application of U,, and O(1/ Vo) applications of Uy, with J being
the spectral gap of the graph. To model the domain space, quan-
tum walks often use Johnson graphs J(z, k), whose vertices are -
subsets of {1, ..., 7}, with edges connecting subsets differing by one
element, as shown in [Fig. 2H. They are k(n—k) regular, and their
spectral gap is & = n/(k(n—k)). Products of Johnson graphs natu-
rally model joint combinatorial searches. If the factor graphs are d;-
and d,-regular, with spectral gaps J; and d,, then the spectral gap J
of the product graph satisfies & > min{d,d;, d,d,}/ (d; + d,) [8].

Quantum walk — circuit implementation. Practical cost esti-
mates of quantum walk search require explicit implementations of
all the involved operators in terms of quantum gates. When using
Johnson graphs, the setup operator U can be implemented through
a Dicke-state generation circuit [2], as shown in [9, [10]. The oracle
operator depends on the specific problem under consideration. The
walk operator U, on the other hand, relies on four applications of
the update operator U,. While the state-of-the-art proposals in [9,
10] implement this operator using an integer representation of the
Johnson graph vertices, we design two novel operators acting di-
rectly on the £-hot encoding of the graph. These design choices
enable different trade-offs between circuit depth and width, and
outperform [[1(] across all considered complexity metrics.

Quantum Walk Collision Search for ISD. Our hybrid approach
to solving SDP with quantum adaptions of the ISD performs the
permutation and GJE stages of ISD classically, and then delegates
the search for the collision expressed in m;() a quantum device.
Specifically, whereas the classical algorithm performs a meet-in-the-
middle step by storing the left side of the equation in a table for
all possible sets J, and computing the right side on the fly, our
approach replaces this step with a quantum walk over the product
%(é, §) ® \71(/5, g) , where each graph represents the selection of
2/2 columns from one half of the matrix V. In this setting, the
oracle operator evaluates the two sides of independently and
flips the phase whenever a collision is detected and Hu(e') = ¢t—p.

In this configuration, the walk requires (/;ﬁ

Complexity results. reports the complexity metrics for the
BIKE, HQC, and Classic McEliece cryptosystems, which reached
the fourth round of the NIST competition [l]. The table in-
cludes the best known classical ISD attack, expressed in terms of
the number of classical operations (Op.s) and memory size (M),
assuming both a logarithmic memory access cost (log, (41)) or a

) iterations.

square-root access cost (VM), the latter generally considered more
realistic. These complexity estimates are obtained using the tool [/]],
by setting an optimistic upper bound on the classical memory size
of 2%% bits. The table also reports the complexity metrics for the hy-
brid attack based on Stern’s ISD algorithm. The D,, column shows
the maximum depth of a single quantum circuit. The remaining
columns report aggregate metrics obtained by multiplying the met-
rics of a single quantum circuit and the expected number of times
such a circuit must be run, which is given by ('Z) (the number of vec-

Table 1: Comparison between the best classical ISD attack as per [(],
and our hybrid Stern strategy. All values in log,.

Scheme Sec. Classical Hybrid Stern
level | log, (M) VM
Ops M Ops M|D,, T T-D W T-DxW
L1 | 158 33 168 31|28 160 148 20 167
HQC L3 |226 35 238 33|29 229 216 21 237
L5 | 289 36 301 34|30 292 278 22 299
L1 [ 166 31 176 30|27 169 157 19 176
](sligl)“: L3 | 231 41 242 32|28 234 221 21 241
L5 [ 300 45 311 33|29 303 289 22 310
L1 [158 32 168 30|27 161 149 19 168
?;Is(g]; L3 | 224 34 235 32|28 227 214 21 234
L5 [290 61 301 33|28 293 279 22 300
L1 | 147 74 164 24|31 158 148 17 164
L3 |[188 76 207 26|31 199 189 17 206
Classic | 1963 72 285 26|37 271 261 18 278
McEliece
L5 | 264 74 279 27|37 272 261 18 279
L5 | 298 75 322 27|37 305 294 18 312

tors of length 7 and weight #), divided by (;;:;) (ﬁﬁ)z (which follows
from the error distribution assumed by Stern’s algorithm). All quan-
tum metrics are evaluated using the gate set {H, S, CNOT, T}, widely
considered a promising basis for universal fault-tolerant quantum
computation. Since the T gate typically dominates the implemen-
tation cost due to hardware and error-correction constraints, we
follow common practice and report the number of T gates (T), the
T-depth (7-D), the number of qubits (1), and the T-depthxwidth
metric. Finally, since the goal of the hybrid strategy is to show
the effect of trading the exponential classical memory required by
collision-based ISD algorithms for a quantum computation when
subject to realistic constraints, we also imposed a maximum depth
for a single quantum circuit of 240 operations. Such depth repre-
sents “the approximate number of gates that presently envisioned
quantum computing architectures are expected to serially perform

in a year ” [[13].
shows that, when classical memory access is modeled with
realistic sublinear costs such as v, , the hybrid approach yields an

attack depth that is smaller than the corresponding number of clas-
sical bit operations by factors ranging from 218 t0 2%°. When evalu-
ated comparing the quantum depthxwidth metric, the hybrid attack
achieves performance comparable to classical approaches under the
square-root memory model for nearly all considered cryptographic
schemes. The only exception is the L5 parameter set of Classic
McEliece, for which the hybrid approach provides a reduction by
a factor between 27 and 21°. Accounting for hardware constraints,
quantum gates are expected to operate on nanosecond—microsecond
timescales depending on the technology, compared to picosecond
switching for classical gates. Incorporating this disparity, and even
accounting for additional overheads due to quantum error correc-
tion, the hybrid approach may still retain a marked advantage over
the best classical attacks in the passive quantum model, where cir-
cuit depth dominates the complexity

These observations underscore the importance of incorporating
realistic memory-access costs and physical gate constraints when as-
sessing post-quantum cryptosystems, and motivate further investi-
gation of both fully-quantum and hybrid quantum-classical strate-
gies for collision-based attacks. In particular, theoretical results [4,
5] indicate that collision search could potentially achieve speedups
exceeding the quadratic improvements implied by standard quan-
tum walk techniques; however, to date, no concrete circuit-level
implementation has been proposed.
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